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Abstract

This paper presents a very compact and flexible proces-
sor to support Elliptic Curve (EC) cryptosystems based on
GF (2m) finite fields. This processor can be customized
with a two level micro-instructions hierarchy that allows the
customization of both field operations and EC algorithms.
It was specially designed to benefit from reconfiguration ca-
pabilities to scale arithmetic units for different sizes and
to replicate processing units to enhance performance. The
flexibility resulting from these characteristics was not found
in the related art. The proposed processor was implemented
and thoroughly tested in a Xilinx Virtex XC4VSX35 support-
ing a real EC algorithm for point multiplication for a field
GF (2163), requiring1.35ms and at most 15 times less area
than related implementations.

1. Introduction

EC cryptography was proposed in 1985 by N. Koblitz
and V. Miller [5, 9]. Since then, it has been gathering in-
creasing importance. Although other algorithms, such as
RSA, have reached a higher popularity and are widely used,
a new set of circumstances motivates the need to research
a different cryptosystem. Among these new circumstances
are the increasing use of portable devices, with constrained
computing and memory, and with the increasingly more
valuable bandwidth and power resources. EC cryptosys-
tems appear as an interesting alternative, since its arithmetic
is computationally more efficient and presents higher secu-
rity per key bit [6]. Several implementations of EC sys-
tems have been proposed for bothGF (p) andGF (2m) fi-
nite fields, withp a prime andm an integer.GF (2m) has
been leading to more efficient hardware solutions, due to its
mathematical properties [1].

In this paper, a flexible and compact processor architec-
ture is proposed to implementGF (2m) arithmetics in or-
der to support operations over non-supersingular EC. This

processor is based in microcoded instructions for basic
GF (2m) operations, used to program custom algorithms
for different applications. We introduced micro-instructions
with different complexity levels, not only for computing
the GF (2m) field level operations but also to customize
these operations supported in the computation over parti-
tions (words) of a field element binary representation. An-
other characteristic of the proposed processor is its com-
pactness, allowing it to be implemented in area constrained
devices. This processor was also specially adapted to recon-
figurable devices, namely FPGAs. Exploring the reconfig-
urable capabilities of these devices allows to scale the arith-
metic units to different field sizes (different security levels)
and the replication of processing units in order to obtain
higher throughputs. Moreover, this can be done dynami-
cally in the nowadays FPGA technologies.

The flexibility of the proposed processor achieved with
the word and field microcode, and from the modularity that
allows for an easy replication, is not present in the related
art. The related art implementations supported in micro-
instructions only provide adaptability for particular opera-
tions, namely field multiplication, where parallelism [6] or
the pipelining levels [3] can be customized. The proposed
processor is autonomous in the sense that while comput-
ing the programed algorithms no exterior information is re-
quired, which is not the case of the known existing related
art [4].

In this paper, the proposed processor is used to imple-
ment EC point multiplication based on a fast Karatsuba-
Offman GF (2m) multiplication algorithm. The imple-
mented EC point multiplication algorithm has the partic-
ularity of computing the result represented with the size
of only one of the two coordinates of an EC point. This
compact representation allows us to save half the bandwidth
comparing with the traditional implementations, which re-
quire both the EC point coordinates [1]. The evaluation
of this algorithm in the proposed processor suggests that,
with at most half the area of the existing relating art, high
throughputs are still achieved.



The paper is organized as follows. Section 2 presents an
overview of the EC and field arithmetics. The implementa-
tion details of the proposed processor are presented in Sec-
tion 3. Section 4 describes the algorithms used to test the
proposed processor and in Section 5 results are presented.
Finally, section 6 give some concluding remarks and direc-
tions for future work.

2. Elliptic Curve Arithmetic

The arithmetic presented in this paper is dedicated for
non-supersingular elliptic curves. A non-supersingular EC
is a set composed by a point at infinityO and the points
Pi = (xi, yi) ∈ GF (2m) × GF (2m) that respects the fol-
lowing equation:

y2
i + xiyi = x3

i + ax2
i + b, a, b ∈ GF (2m). (1)

A commutative addition operation can be established
among the points in an EC, composing a commutative group
E(m,a, b). The exponentiation of an EC point over this
group is obtained by applying recursively the group opera-
tion (point addition) as:

Qi = Pi + Pi + . . . + Pi
︸ ︷︷ ︸

k times

. (2)

(2) can also be represented as a point multiplication by a
scalarQi = kPi. Computingk knowing Qi and Pi is
known to be computational hard (the complexity increases
exponentially with the size ofk). The security of this cryp-
tosystem is supported on this operation, which is called El-
liptic Curve Discrete Logarithm Problem (ECDLP). Since
the EC described in (1) is supported overGF (2m), the EC
addition operation consists of several field operations.

2.1 Field Arithmetic

As mentioned, in this work theGF (2m) finite field is
used. Two operations are defined over this field: addition
and multiplication. The inverse of these operations are also
defined. In order to distinguish between the EC operations
and field operations, the EC addition and multiplication are
onwards designated as point addition and point multiplica-
tion, while the operations overGF (2m) are designated as
field addition and multiplication.

The fieldGF (2m) is composed by a binary fieldGF (2)
extended inm dimensions, with its elements represented by
m bit vectors. Therefore, the field addition is defined as a
set of bitwise XOR operations, which allows theGF (2m)
arithmetic to be efficiently implemented in hardware.

The field GF (2m) is usually represented with a basis
where each bit of the binary representation of a field el-
ement index a different element of the basis. The most
used basis are normal (or optimal normal) and polynomial

basis. The normal basis is composed by a set of vectors
(α20

, α21

, . . . , α2m−1

), whereα is a finite field element.
Using this basis, operations such as squaring are computed
with a left rotational shift operation, which can be very ef-
ficiently implemented. For some values ofm an optimal
normal basis exists and a Massey-Omura multiplier can be
constructed, where the dependencies of each output bit from
the input operands are minimal [7].

Another type of basis is the polynomial basis, which
consist ofm powers of am order irreducible polynomial
root (x): x0, x1, . . . , xm−1. The reduction modulo the irre-
ducible polynomial of an operation result to am bit result
can be efficiently performed using this basis. This allows
different approaches to implement algorithms over this ba-
sis. For example, there are multiplication algorithms that
embed the reduction modulo of the irreducible polynomial,
such as in the Mastrovito multiplier [3], and there are others
for which the Karatsuba-Offman multiplication algorithm
is computed and an individual reduction step is applied at
the end [11]. This means that this basis allows for more
flexible implementations. Furthermore, a polynomial basis
exists for anym while an optimal normal basis does not, en-
hancing the polynomial basis comparative generality. Mo-
tivated by its generality and flexibility, we choose to imple-
ment field arithmetic supported over polynomial basis. For
this basis, we will describe the most important operations
executed over the field, such as multiplication, reduction,
squaring, and inversion.

Multiplication: The multiplication of two operandsA(x)
andB(x)

A(x) =
m−1∑

i=0

aix
i, B(x) =

m−1∑

i=0

bix
i,

is obtained as:

C(x) = A(x)B(x) =

m−1∑

i=0

m−1∑

j=0

aibjx
i+j . (3)

Since the output coefficient indexl depends on the values
i, j such thatl = i + j, the highest power ofx in the result
is 2m− 2, which means that the result will have at most
2m− 1 bits. This result can be reduced modulo the irre-
ducible polynomial to them bit representation.

Reduction: In a EC cryptosystem, an irreducible poly-
nomial I(x) with order m, usually a trinomial or pen-
tanomial, is established to support the field [10]. It holds
that xm mod I(x) = I(x) − xm, which means that mul-
tiplying a field element byx is equivalent to a left shift of
its binary representation, and to sum the irreducible poly-
nomial if the associated term toxm is not zero. This result



allows to obtain all the values ofxk for k > m − 1. Using
one of the irreducible polynomial suggested by the National
Institute of Standards and Technology (NIST) [10], namely
I(x) = x163 +x7 +x6 +x3 +1 for m = 163, it is possible
to obtain the following(m − 1) ×m matrix R, where the
lines are the values ofxk for m− 1 < k < 2m− 1:

R =




















000000000 . . . 000000011001001
000000000 . . . 000000110010010
000000000 . . . 000001100100100
000000000 . . . 000011001001000
000000000 . . . 000110010010000
000000000 . . . 001100100100000
000000000 . . . 011001001000000

.

.

.
. . .

.

.

.
110010010 . . . 000000000000000
100100100 . . . 000000011001001
001001000 . . . 000000101011011
010010000 . . . 000001010110110
100100000 . . . 000010101101100
001000000 . . . 000101000010001
010000000 . . . 001010000100010




















As an example, to determine how the reduction affects the
0 index bit of the result we go through the rightmost col-
umn of theR matrix and register the entries different from
zero (the entryi correspond to the indexm + i of the unre-
duced resultC(x)) to obtain the dependencies. In this case
d0 = cm+c(m+156)+c(m+157)+c(m+160) can be obtained.
Repeating the same procedure for the other columns, we ob-
tain am bit vectorD = (d162, . . . , d0). Adding D to the
less significantm bits of C(x), the reduced element is ob-
tained. Summarizing, to reduct a polynomial to a sizem
field element, its representation is classified in them least
significant bits and the most significant bits, and the later
set of bits is used to compute a corrective polynomial (D)
that is added to the formerm bits. Note that since the ir-
reducible polynomials have very few terms different from
zero, the number of dependencies is also low.

Squaring: The squaring operation is a particular case of
the multiplication:

C(x) = A(x)2 = A(x)A(x) =

m−1∑

i=0

aix
2i. (4)

From (4) it can be shown that the result coefficient2i
depends only on thei input coefficient. This means
that the squaring operation can be obtained with a reduc-
tion operation, rewriting the input binary representationas
(am−1, 0, . . . , 0, a1, 0, a0).

Inversion: The division operation can be performed by
computing the Extended Euclidean Algorithm [2]. How-
ever, this algorithm requires extra hardware, which is not
appropriate for a compact implementation. An alterna-
tive is to use the Itoh-Tsujii algorithm, which computes
the inversion using several squaring andlog2(m − 1) +
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h(m− 1)− 1 multiplication operations, withh(.) the Ham-
ming weight [6]. With this algorithm, the multiplication
and squaring resources can be shared to compute the in-
version, suiting a compact implementation. This algo-
rithm is based on rewriting the result of the Fermat Lit-
tle Theorem which states that for any field elementβ,
β2m

= β ⇔ β2m−2 = β−1. Further details on this algo-
rithm can be found in [6].

3 Proposed Processor

The proposed architecture is targeted to a FPGA tech-
nology. The FPGA technologies provide optimized struc-
tures for data storing, namely blocks of RAM, that can be
used to enhance the compactness of the design while effi-
ciently exploring its reconfigurable capabilities. The pro-
cessor overview is presented in Figure 1. There is a general
control unit that is responsible for generating reset and start
signals to each Processing Unit (PU), which is omitted from
Figure 1 to simplify the description. The number of PUs is
set by the user accordingly to the required throughput and
the available hardware resources. There is an arbiter that
solves the conflicts of simultaneous requests. Nevertheless,
since the RAMs have true dual ports in modern FPGA tech-
nologies and the micro-instructions take several clock cy-
cles to perform, these conflicts are expected to be minimal.
When the RAM retrieves the requested micro-instruction,
the arbiter is responsible to signal the destination PU, in-
forming that the micro-instruction is valid. In the following
subsection a more detailed information about the PU and
the developed microcode presented.

3.1 Processing Unit

The layout of the PU can be scaled to any processing
word size, field size and irreducible polynomial. In this pa-
per21 bit words,GF (2163) field, and an irreducible poly-
nomialI(x) = x163+x7+x6+x3+1 are adopted. With this
configuration we divide a sizem field element in 8 words of
21 bits each (index 0 to 7). The PU has a register responsi-
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ble to hold an integer, which corresponds to the private key
of the cryptosystem that is written with a dedicated micro-
instruction provided by the host of the processor. The host
can directly access the data RAM in the processing unit to
read the results or to write data, independently of the pro-
gram in the micro-instruction RAM. The flow of the pro-
gram (consecutive requests and jumps) is controlled with
the Micro Program Counter (µPC) in the control unit. The
architecture of a PU is presented in Figure 2, depicting four
different logic circuits designed to perform different func-
tionalities.

Storage logic: This logic circuit includes a dual port
RAM storing the required data, including temporary and
final results. The output of the RAM is connected to the
other logic sets allowing to simultaneously read or write of
2 words. The inputs come from external entities, input A
and B, and from the local arithmetic units, namely the addi-
tion, reduction, and multiplication units.

Addition logic: This set is composed by two adders, two
registers (RA and RB), and two controlled multiplexers that
allow the adders to just pass-through data when the0 inputs
are selected. Note that the adders and the input selectors
can be implemented with only a single 3 input LUT per
bit, which are bounded to the 4 input LUTs in actual FP-
GAs. This logic is responsible for two additions of 21 bit
words, namelyA + B = R1 andC + D = R2. For this,
the operandsA and C are obtained from the RAM and
stored in the registers RA and RB, respectively. Then the
operandsB and D are requested from the RAM and the
resultsR1 andR2 simultaneously computed and stored in
the RAM. This data flow maximizes the usage of the RAM

Table 1. Multiplication RAMs and registers
agenda

Step RAM Registers
A B A B 1 2 3 4 5 6

0 - - - - 0 0 0 0 0 0
1 aL bL aL bL αL αL αH 0 αH 0
2 aH bH aL bL αL γL γH βH αH βL

3 aH bH aL bL αL ωL ωH βH αH βL

bandwidth.

Multiplication logic: The multiplication logic circuit is
used to compute a 2-word×2-word multiplication. This
logic circuit uses the addition logic and a 3-input adder, with
one of the entries selected through a multiplexer. This adder
and the multiplexer can be implemented with a 4-input LUT
per bit. 6 registers (R1 to R6) are used to store the tem-
porary results. The implemented21 × 21 multiplier is a
completely parallel implementation derived from (3). In
order to obtain the 2-word multiplication, the Karatsuba-
Offman method is employed [11]. Considering two 2-word
operandsA = aHxn + aL and B = bHxn + bL, with
n = 21, the resultC can be obtained by:

C = aHbHx2n + (aHbL + aLbH)xn + aLbL. (5)

The Karatsuba-Offman method relies on the identity:

aHbL+aLbH = (aH +aL)(bH +bL)−aHbH−aLbL, (6)

which allows to compute the 2-word multiplication with 3
n-bit multiplications instead of 4, obtaining sub-quadratic
complexity. By noting that inGF (2m) the addition and
subtraction operations are the same, and considering:
• aLbL = αHxn + αL;
• aHbH = βHxn + βL;
• aHbH + aLbL = γHxn + γL;
• (aH+aL)(bH+bL)+γHxn+γL+βLxn+αH = ωHxn+ωL,
the multiplication result is given by:

C = βHx3n + ωHx2n + ωLxn + αL. (7)

To obtain this result, the output from the RAMs and the con-
tent of the registers respect the schedule in Table 1, where a
step corresponds to a clock cycle. At step 3, registers R1 to
R4 contain the final result, from the least significant word
in R1 to the most significant word in R4. Since at step 2,
registers R1 and R4 already have the final content, it is pos-
sible to start writing 2 words of the final result to the RAM
after this step. One more step is required to write the other
two words in R2 and R3 to the RAM.

Reduction and squaring logic: Reduction and squaring
are very similar operations, differing only in the way the in-
put operand is provided (see Section 2.1). Therefore, to
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make the PUs even more compact, these two operations
share resources. The reduction unit is depicted in Figure 3.
The reduction matrix, for the chosen field sizem = 163
and irreducible polynomial, coincides with the matrixR in
Section 2.1. The reduction of a2m− 1 bit result (index 15
to 0 of 21-bit words) to am bit result is performed in two
main steps:i) a corrective field element is computed from
the most significant bits of the unreduced element (bitsm
to 2m − 2 bits), andii) this corrective element is added to
the least significant bits of this element (bits0 to m− 1).

To obtain the corrective factor, them − 1 most signifi-
cant bits should be regarded in the unreduced stored data.
Since8 words correspond to168 bits, there are 5 bits to be
reduced in the word index 7. The Reduction Low unit in
Figure 3 computes the reduction that results from these 5
bits and from the other dependencies which intervene in the
lower part of the corrective factor, corresponding to the de-
pendencies defined by the rightmost columns of the matrix
R in Section 2.1. The Reduction High unit computes the
reduction from the most significant word (index 15) of the
unreduced input, with the dependencies defined by the left-
most columns of matrix R. The output of the Reduction Low
and Reduction High units are stored in the RL and RH reg-
isters, respectively, as Figure 3 suggests. Consideringw the
word size,n the number of bits of the irreducible polyno-
mial excluding them order bit,I ′(x) = x7+x6+x3+1, and
the possibility of simultaneously accessing two words from
the RAM, we define a2w × (2w + n− 1) matrixR′ equal
to the up-right corner of matrix R. Moving the matrixR′

through the diagonal in direction to the bottom-left cornerof
the matrixR, both matrices will coincide until theR′ matrix
achieves the leftmost column of matrixR. This property al-
lows us to construct a smaller reduction unit, with only the
matrixR′ dependencies, and reuse this unit for the remain-
ing pair of words that need to be reduced (which correspond

to the central columns of matrixR). In this particular case
we are usingw = 21 andn = 8. The remaining words to
reduce correspond to index8 to 14. Since the RAM out-
puts 2 words per clock cycle we can reduce2w = 42 bits
at once. Note that from the reduction of two words results
2w + n− 1 bits. The extran− 1 = 7 bits must be added to
the following reduction of two more words. The Reduction
Middle unit in Figure 3 is responsible for performing this
reduction using theR′ matrix. The extra 7 bits are stored in
the most significant positions of the register RM at the final
of a 2-word reduction. Excluding these 7 bits, RM is a2w
positions right shift register that stores the consecutive2w
bit result of the reduction unit. Note that, in the case of this
work, an odd number of words need to be managed, thus in
the last Reduction Middle operation, one of the words is set
to zero.

With the values of RH, RM, and RL registers updated
with the partial reduction results, the contents of these reg-
isters are added by aligning the registers as depicted in Fig-
ure 3. Then the least significant words of the operand to be
reduced are browsed through the BRAM and added with the
correspondent even or odd words of the corrective element.
The most significant word result is masked in order to re-
move the extra 5 bits which correspond to an index higher
thanm− 1 = 162.

To obtain the squaring operation from this unit, two
Expand units are depicted in Figure 3, for the expansion
(rewriting) of the output of the BRAM, with the odd index
bits equal to zero and thei even index bits equal to thei/2
index bits (see Section 2.1).

3.2 Microcode

The microcode adopted for the proposed processor
can be classified into two main micro-instruction types.
The complex micro-instructions (type I) are performed
over field elements, while the lower complexity micro-
instructions (type II) operate over words. There is a type I
reserved micro.instruction that corresponds to a personal-
ized sequence of type II operations. Each micro-instruction
is coded in 32 bits as depicted in Figure 4, where Op.X spec-
ifies direct addresses in the data or instruction RAMs, and
Wi specifies direct or Op.X relative addresses depending on
theCi information.

Type I instructions are used to access the memory (READ
and WRITE) and the key register (KEY), to compute the
m bit add, squaring and reduction operations (ADD, SQR
andRED), and to control the flow by conditionally jumping
to a micro-instruction address depending of the key regis-
ter or by turning the PU to an idle state (JMP andEND).
A customizable instruction (PERS) is also reserved, corre-
sponding to an user defined sequence of type II instructions.
The type II instructions allow to add and multiply 2-word
operands (eADD and eMULT). An instruction determines
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the end of a type II sequence (eRET) and, consequently,
the end of thePERS type I instruction.

4. An illustrative application

The proposed system was tested using real elliptic curve
point operations. In particular, herein we present the case
of a point multiplication supported by a personalized field
multiplication Karatsuba-Offman algorithm. This latter al-
gorithm is supported by the properties described in Sec-
tion 3.1. The 2-word algorithm is recursively applied to ob-
tain a 8-word algorithm. Three 4-word multiplications are
combined in order to obtain the 8-word multiplication. To
obtain each 4-word multiplication, three 2-word multiplica-
tions have to be combined. Since we have 3 recursive levels
and 3 multiplications per recursive call, to construct thisal-
gorithm nine (3 × 3) 2-word multiplication operations are
required. The multiplications results are combined together
with several addition operations to achieve the complete 8-
word multiplication operation.

The implemented point multiplication algorithm has lead
to the fastest point multiplications in the literature [3] for
FPGAs. This algorithm, based on the Montgomery multi-
plication algorithm, was originally proposed in [8] and al-
lows to compute the resultingx coordinate using only the
input x coordinate. A standard projective representation
was suggested for this point multiplication algorithm,which
maps an affine representation(x, y) to the projective repre-
sentation(X,Y,Z) asx ←− X/Z andy ←− Y/Z. The
conversion from affine to the projective representation is
straightforward, sinceZ = 1 is considered. The conver-
sion from projective to affine requires the inversion ofZ,
because the final value ofZ can be different from1. The im-
plemented point multiplicationP by a scalar (key)s is de-
scribed in Algorithm 1. The routinesMadd andMdouble
compute the projective version of the addition(XA, ZA)
and doubling(XD, ZD) operations, respectively, as:

{

XD =X4
1 +bZ4

1

ZD =X2
1Z2

1

;

{

ZA =(X1Z2+X2Z1)
2

XA =xZA+X1Z2X2Z1

(8)

Algorithm 1 Point Multiplication Algorithm

Require: s := (sn−1sn−2 . . . s0) with sn−1 = 1
P = (x, y) ∈ GF (2m)×GF (2m);

Ensure: Q = kP ;
X1 := x; Z1 := 1; X2 := x4 + b; Z2 := x2;
for i = n− 2 downto0 do

if ki = 1 then
(X1, Z1)=Madd(X1, Z1,X2, Z2);
(X2, Z2)=Mdouble(X2, Z2);

else
(X2, Z2)=Madd(X2, Z2,X1, Z1);
(X1, Z1)=Mdouble(X1, Z1);

end if
end for
return Q :=Mxy(X1, Z1,X2, Z2);

The Mxy routine is responsible for converting the pro-
jective coordinates to affine coordinates. This routine was
adapted in [1] to manage the compact representation pro-
posed in [12], which consist in representing an EC point by
its x coordinate and the bitT (y/x), whereT (.) is the trace
operator. This trace operator can be very efficiently com-
puted when using polynomial basis by an exclusive or of
fixed element’s bits. The number of bits which intervene in
the trace operator are only two for this implementation field
characteristics. The resultT (yR/xR) can be obtained from
the inputT (y/x) as [1]:

T

(
yR

xR

)

= T
(y

x

)

(9)

+T

(
(xZ1+X1) (x(X1Z2+X2Z1)+X1X2)

xX1Z1Z2

)

.

TheMxy routine combines the computation of the resulting
x coordinatex = X1/Z1 and the input of the second term
trace operator in (9). The computation of the trace opera-
tion in (9) can be easily performed by the host in order to
obtain the compact representation whenever data has to be
transmitted.

5. Results and related work
The proposed processor supported by one PU was im-

plemented and thoroughly tested in a Xilinx Virtex 4 FPGA
platform (XC4VSX35). The FPGA programming file was
obtained from a VHDL description of the processor syn-
thesized with Synplify Premier version 9.6.2 tools. The
micro-instruction and data memories were configured us-
ing the Xilinx Coregen version 10.1 tool. The Place&Route
was performed with the ISE version 10.1 tools. In order to
compare the design characteristics with the related art, the
processor was also implemented in a Xilinx VirtexE tech-
nology (XCV1000E). The results for the two target tech-
nologies are in Table 2.



Table 2. Placed and Route results.
device Area Freq. # BRAMs

Virtex 4 1095 slices 150 MHz 2
Virtex E 1101 slices 82 MHz 7

Table 3. Micro-instructions latency in clock
cycles.

SQR/RED ADD JMP PERS END
14 13 3 3∗ 3

eMULT eADD eRET
5 3 3

Note that the existent BRAMs in the different technolo-
gies have different sizes. In the Virtex E technology, the
existing BRAM have 4096 bit positions, accessed in words
up to 16 bit, allowing for the data (512×21-bit locations)
and micro-instruction (512×32-bit locations) RAMs to be
implemented with 3 and 4 BRAMs, respectively. In the Vir-
tex 4 technology each BRAM has 16 kbit positions, which
allows to map 512 positions of 32 bits in a single embed-
ded block. With the proposed implementation, the micro-
instructions used to implement the cryptographic proce-
dures have the latency presented in Table 3.

For the Karatsuba-Offman multiplication algorithm de-
scribed in (Section 4) to be computed in aPERS micro-
instruction, 9 eMULT, 40 eADD, and 1 eRET micro-
instructions are required, corresponding to171 clock cycles
(including the3 clock cycles for the call). In the point mul-
tiplication Algorithm 1, the inversion algorithm consistsof
9 PERS (field multiplication),9 RED, and162 SQR opera-
tions, resulting in a3, 933 clock cycles latency. With this
microcoded inversion operation we are able to implement
the complete point multiplication algorithm. This algorithm
can be divided into three parts: i) an initialization step be-
fore the main loop, ii) the main cycle, and iii) the custom
conversion procedure to support the EC points compact rep-
resentation. The complete algorithm consists of988 PERS,
988 RED, 654 SQR, 493 ADD, 164 JMP, 1 END, and1 mi-
crocoded inversion, resulting in a202, 773 clock cycles la-
tency. The total time required for one point multiplication
depends on the clock frequency. In Table 4 the computation
characteristics of the proposed processor is evaluated and
accessed relatively to three other EC processors [4, 6, 3].
In [4] and [6], processors supported in microcode are pro-
posed, while in [3] a dedicated pipeline architecture is pro-
posed controlled by application specific instructions.

In the implementation proposed in [4] a normal basis is
used to support the field, using a Massey-Omura multiplier.
This processor is controlled with three micro-instructions
to multiply, add, and square field elements. The inversion
algorithm is identical to the one used in this work. The con-

∗The personalized type-II program latency has to be added to this value.

Table 4. Implementation Results for the EC
point multiplication processors. (†7-depth
pipeline specialized processor)

Ref. Device m
Freq. Area Time

[MHz] [slices] [ms]
[4] XC4085XLA 191 32 2, 634 1.160
[6] XCV1000 163 - 1, 945 9.450

Ours XCV1000E 163 82 1, 101 2.472

[3] XC4VLX200 163 154 16, 209 0.020†

Ours XC4VSX35 163 150 1, 095 1.351

secutive micro-instructions are provided from outside the
device, thus the same program has to be repeatedly provided
even if the same program is computed several times. This
is a clear disadvantage regarding the processor herein pro-
posed where the program is internally stored and the loops
are unrolled. Nevertheless, the processor presented in [4]
presents 2.39 more area obtaining a slices×time metric of
3055, which is 12% higher than the one herein proposed.
Our processor has a better balance between area and com-
putation time. This comparison is a estimation, since differ-
ent technologies and slightly different field sizes are used.

In [6] an optimal normal basis is used, supporting a
Massey-Omura multiplier. The authors provide information
that allows us to estimate the area and latency for the field
used in our implementation. Note that there is no optimal
basis for the field used in our implementation, thus the re-
sults presented in Table 4 are estimated. The area estima-
tion was obtained considering a linear increase with the field
size, as suggested by the authors. The latency forGF (2163)
was estimated from three entries of a latency table fitted
by a curve. Comparing this processor with the one herein
proposed an area gain of 76% and a performance gain of
282% can be achieved. The obtained slices×time metric for
this implementation is18, 380, which is more than 6 times
higher than ours. Thus, the design herein proposed is more
efficient.

While presenting a competitive performance both in
terms of time and area, our processor has showed to be more
flexible than the structures proposed in [6] and [4], since
the personalization of the operations, namely the field mul-
tiplication, can be performed. In order to fully analyze the
performance of the EC processor herein proposed, it was
also compared with a fully dedicated structure, namely the
one proposed in [3]. This processor implements the same
point multiplication algorithm supported by polynomial ba-
sis, and is, from the authors knowledge, the fastest proposed
in the literature. The pipelining and high parallelizationre-
sult in a very high throughput. Our processor has the advan-
tage of being able to compute the used algorithm as well as
different ones while using almost 15 times less area, being a
significantly more compact solution. The approach in [3] is



not expected to result in compact solutions, since this imple-
mentation performance is supported by minimal routing de-
lays which will increase with the data reutilization required
for compact implementations. Although the solution in [3]
to be controlled with application-specific instructions, the
architecture is constructed for an already known instruction
sequence. Therefore, this solution is very similar to a dedi-
cated processor.

Regarding all the three related art implementations we
have at most half the area, providing adaptability by scaling
the logic inside the processing unit and also by replicating
the processing units to enhance the performance.

In order to fully test the proposed architecture, a proto-
type of a system based on the proposed processor was im-
plemented on a Annapolis Wildcard 4 prototyping board.
This board contains a XC4VSX35 FPGA device, PCI com-
munication logic and clock programmability logic, all ac-
cessed from a host computer Application Programming
Interface (API). The PCI communication logic from the
FPGA device consists of registers that are accessed from
both sides. With this, the host computer can provide the
general control to the system, as the start computation order,
and the data to be computed. This implementation consists
of a processor with 4 PUs (2 PUs per instruction BRAM
port). The occupied area is 4,146 slices (almost 4 times
the area for a single PU) and the working frequency is of
147 MHz, very close to the frequency obtained for a single
PU (an expected result since the critical path is inside the
PUs). By computing the same EC point multiplication al-
gorithm by the 2 PU that share the same port of the instruc-
tion BRAM, the number of collisions in the requests solved
by the arbiter is 0.37% of the total clock cycles where colli-
sions may occur, when the 2 PU are operating simultaneosly
with random starting points.

6. Conclusions and future work

A very compact and adaptable processor for crypto-
graphic applications supported overGF (2m) is proposed
in this paper. This processor has a specific microcode with
two complexity levels, allowing the user to perform custom
cryptographic algorithms and to personalize the field oper-
ation. This flexibility is further enhanced by FPGA recon-
figuration capabilities that allow to scale the dedicated units
and to replicate the processing units.

This processor is capable of computing EC point mul-
tiplication in 1.35 ms using1, 095 slices. Results suggest
that the required area is at most half of the related state of
the art implementations. The use of polynomial basis, in-
stead of the normal basis used in the related art microcoded
implementations, allow to better suit different personalized
operations. Comparing with dedicated and pipelined im-
plementations, our processor can achieve 16 times less area
while maintaining a high throughput.

This compact implementation is well fitted for applica-
tion in devices with constrained resources where the de-
vices’ specific computation has to co-exist with the cryp-
tographic procedures, such as, sensor networks nodes.

Future work will pass by the automatic scaling of the
proposed cryptographic processor, in order to accelerate
the customization for different field sizes. With this and
the use of dynamic partial reconfiguration, we expect to
achieve an automatically adaptable processor with high
area/performance efficiency.

6.1 Processor evaluation prototypes

Processor evaluation prototypes are available for down-
load athttp://sips.inesc-id.pt/˜sfan/prototypes/microEC.
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