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Abstract—Nowadays, the Distribution System Operators (DSOs)
are seeking to increase the visibility of the Low Voltage (LV)
grid status for quality of service monitoring, for management
optimization and also for fault prevention, detection and
location. The growing introduction of Distributed Energy
Resources (DER) into the LV grid is making this need even
more urgent. This article presents a solution for acquiring
relevant data from selected points in the LV grid and for
efficiently transmitting that data to intelligent controllers
through a Wireless Sensor Network. Also, the control of voltage
in the LV grid, by means of a special purpose algorithm, is
discussed.
Index Terms—Smart Grid, Low Voltage Grid Management,
Fault Detection and Location, Distributed Energy Resources.

I.

INTRODUCTION

Distribution System Operators (DSOs) face challenges to
manage a Low Voltage (LV) grid due to its large dimension
and to the very limited information that exists on the grid
status. Furthermore, the introduction of Distributed Energy
Resources (DER) in the LV grid, due to the new low carbon
paradigm, presents challenges, as the energy flow becomes
bidirectional, which results in the need for voltage control in
selected points of the LV grid. All this happens at the same
time that the DSOs are bound to cope with regulatory terms,
namely regarding quality of service, through the quantification
of standard Key Performance Indicators (KPIs).
This article presents a solution based on the sensorization
of the LV grid. In this solution, sensors deployed in selected
points of the LV grid measure or calculate relevant data (e.g.,
voltage, current, power factor, etc.) and monitor the
occurrence of faults, efficiently transmitting the respective
data and alarm notifications to intelligent controllers. In
addition, a special purpose algorithm, running in the controller
at each secondary substation, performs voltage control,
seeking to optimize the balance between DER generation and
the load. All these solutions are important contributors for the
management of LV grids.
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The basic configuration of the management system for the
LV grid consists of an intelligent master controller located in a
secondary substation and a set of sensors deployed
downstream of the secondary substation’s LV bus-bar. The
controller is connected to a gateway, which interfaces the
controller to a Wireless Sensor Network (WSN) for
communication with the sensors. This communication is used
both to acquire quantities (e.g., current, voltage, power) from
the sensors and also to obtain notifications on alarm situations
detected by the sensors. The intelligent controllers deployed in
the several secondary substations communicate with the
central systems of the DSO, providing the LV grid operators
with valuable data.
Based on the acquired data and alarms, several
applications, which integrate the management system, can be
defined. In the article, they are presented in the form of use
cases that cover many of the aspects related to the LV grid
management. Examples of these use cases are: fault detection
and location, DER management, LV fraud identification,
losses calculation, street lighting management and quality of
supply measurement. The use cases are demonstrated in a pilot
network deployed in the region of Batalha, Portugal, in the
EDP Distribuição grid.
The solutions and results presented in the paper have been
obtained in the context of the European 7th Framework project
e-balance [1].
Section II of the paper discusses the state of the art in LV
grid management. Section III describes the system architecture
and the components for the LV grid management solution.
Section IV presents the different use cases defined for the LV
grid. In section V, the pilot network is described and the
results obtained with the implementation of the use cases are
shown in section VI. Section VII concludes the article.
II.

STATE OF THE ART

The LV network has currently a passive character due to
the lack of suitable equipment to allow gathering of
information on the infrastructure’s operational status and to
allow any kind of remote actuation. In the context of Smart

Grids, there is currently motivation for the deployment of
sensors and communication interfaces along the LV feeders.
Concerning communications, there are deployed solutions
for communication between a controller in the secondary
substation and customer smart meters, via polling, using the
feeder cables as the communication medium, i.e., using Power
Line Communications (PLC). The data rate of PLC is
traditionally very limited, although this has been improved
with more recent standards, such as PLC PRIME [2]. A
disadvantage of PLC in comparison with wireless solutions is
that it is likely to fail in case of a fault in the feeder (e.g., short
circuit), while wireless communications do not rely on the
feeder cables as propagation medium. Solutions based on
wireless communications, but using dedicated spectrum, have
also been deployed by DSOs, namely by EDP Distribuição,
for reading smart meter data. These solutions encompass
cellular communications as well as mesh networks, such as the
system described in [3].
For communication between sensors deployed in the
feeders and the controller, the same considerations regarding
wired and wireless communications can be done. In this
direction, there is some previous work done by the authors of
this article in the Monitor BT project. A first generation of
sensors and intelligent controllers, communicating in wireless
mode, was designed and tested [4], which made use of
unlicensed spectrum in the 868 MHz frequency band.
In e-balance, a holistic approach is taken, integrating
wireless mesh communication for field sensors and PLC
PRIME for smart meters. The wireless communication
solution in e-balance uses the same unlicensed frequency band
of 868 MHz. The band can be unlicensed as it will be used in
a pilot and not directly for the production grid. Regarding the
applications, the management system designed in e-balance is
a significant evolution of the Monitor BT system, as it
introduces a new generation of hardware, new control
algorithms and integrates a new set of applications for the
management of LV grids.
III.

SYSTEM ARCHITECTURE AND COMPONENTS

The e-balance project has a much broader objective than
the management of LV grids, which is only part of the project.
Besides management solutions for LV grids, the project deals
also with distribution automation for medium voltage (MV)
grids, local consumption and distributed generation energy
balancing, microgrids and smart home appliances. All these
other aspects will be shown in different demonstrators and are
not the subject of this article.
The e-balance project defined a hierarchical architecture
[5], compatible with the smart grid reference architecture [6],
which is applicable to the different solutions provided by the
project in its distinct areas of work. The architecture is shown
in Figure 1.
The architecture includes different domains, which are
hierarchically related: smart home devices, LV grid, DER,
MV grid and top level systems of the DSO (e.g.
SCADA/DMS). At each level, a Management Unit (MU)
plays the role of decision making, based on controls and
parameters received from higher level MUs, as well as status

reports from sensors and lower level MUs. On the other hand,
it issues status reports to higher level MUs, as well as controls
and parameters to actuators and lower level MUs.
Communication networks support the exchange of data
between the above mentioned entities at each level, including
the Home Area Network (HAN) in the smart home, Field Area
Networks (FAN) of sensors and actuators in the distribution
grid and Wide Area Networks (WAN) in the backhaul.
This article focuses into the LV grid management system,
namely the LV Grid MU (LVGMU), LV sensors, smart
meters and the LV-FAN that interconnects them. The latter, in
our implementation, consists of a combination of a developed
WSN and an existing PLC based Smart Metering
Infrastructure.
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Figure 1. The e-balance hierarchical architecture.

Each LVGMU, actually an intelligent controller, is located
in a secondary substation. The management algorithms that
are executed in the LVGMU require status data retrieved from
sensors and customer smart meters.
The WSN nodes are typically deployed in distribution
cabinets belonging to the feeders connected to the secondary
substations. The WSN nodes receive query requests and report
their data back to the LVGMU via the WSN gateway. The
latter, is placed next to the LVGMU at the secondary
substation, being connected to it through an Ethernet link, and
to the sensors via an IEEE 802.15.4 based wireless interface.
Communication between the LVGMU and the WSN nodes
and smart meters is based on the Device Management
Language Specification (DLMS) protocol [7]. Inside the
WSN, DLMS is encapsulated with UDP and IPv6 headers. An
Internet of Things (IoT) protocol stack is used, including
6LoWPAN for IPv6 header compression, as well as the
Routing Protocol for Low-Power and Lossy Networks (RPL)
to support multi hop communication [8].
Although PLC is a natural candidate to support an LV grid
sensor network, a WSN has an important advantage, which
was taken into account for its choice in this project: the WSN
will be able to remain operational for some time after a total or

partial grid shutdown due to a fault, which may allow
transmitting important data that will help to diagnose and
locate the fault. The developed WSN implements this
functionality, including a last gasp mechanism, which tries to
notify the LVGMU about any outage occurrence, supported
by the WSN node, WSN gateway and LVGMU power supply
autonomy.
IV.

LV USE CASES

The main focus of the pilot network deployed at Batalha is
to provide new functionalities for LV management for the
DSO. They include: calculation of power flows, quality of
supply measurement, fraud detection, losses calculation, LV
fault detection and location, public lighting fault detection and
location, as well as fault prevention.
For each of these functionalities, a use case has been
defined. A summary of each use case is presented below.
•

Neighborhood power flows: The main goal is to get a
macro view of power flows along the feeders, based on
smart metering load and voltage diagrams. The
Neighborhood Power Flows (NPF) module provides a
synchronous and accurate characterization of the LV grid
operation status, in order to identify potential problems
occurring in the LV grid (e.g. voltage limit violation,
congestion), comprising the impact of microgeneration.

•

LV fault prevention: Prevention of voltage limit violations
based on voltage measurements of the LV distribution
grid, through controlling the power injection by micro
producers. Prevention of thermal limit violations on
secondary substations’ protective fuses and on street
distribution cabinets’ protective fuses, by permanently
monitoring the fuse current. Based on voltage
measurements of the LV distribution grid sensors and
smart meters, the LVGMU detects voltage limit violations
and runs a voltage control algorithm to calculate
appropriate control set-points, which are sent to the micro
producers’ equipment (the photovoltaic inverter),
enabling voltage regulation.
V.

PILOT NETWORK

Two secondary substations located in the Batalha region
were selected for the deployment of the e-balance LV
management system. The selected circuits provide electricity
to 255 clients. A total of 15 three-phase sensor nodes were
deployed at the secondary substations, as well as in
distribution cabinets belonging to the respective feeders. A
total of five among these sensors include an extra phase sensor
for monitoring the PLgt circuit.
The LVGMUs, located at the secondary substations, are
based on an intelligent controller (G Smart commercial
equipment) from EFACEC, which connects to an external
embedded PC (Figure 2. ). The intelligent controller, which
performs standard real-time SCADA features, was improved
with fault detection and location features, as well as fault
prevention, fraud detection and KPI calculation features. To
add further computing capacity to the LVGMU, the embedded
PC performs power flow and losses calculations, which,
together with the controller, jointly grant the needed features
of the LVGMU.

•

Quality of Supply measurement: The e-balance
management system processes information from
neighborhood householders’ smart meters and determines
the quality of service KPIs. This requires periodic data
retrieval from smart meters aiming at measuring the
technical quality of supply metrics. Based on this
information the LVGMU analyzes and calculates the
defined KPIs.

•

Fraud detection: Detection of commercial energy loss
occurrences in the neighborhood distribution grid. This
use case processes periodical energy metering, with the
adequate level of accuracy, from the householders’ smart
meters and also from smart meters placed at
street/overhead distribution cabinets on selected feeders,
combined with the energy aggregation performed at
LVGMU level.

•

Losses calculation: Calculation of technical energy losses
in the LV feeder, based on smart metering load diagrams.

Figure 2. LVGMU components: Efacec G Smart controller (left) and
external embedded PC (right).

•

LV fault detection and location: Detection and awareness
of faults in LV distribution grids, followed by their
location. Sensor nodes deployed along the feeder are able
to detect transient phenomena in the grid, while being
able to detect fault events. As a result, they send alarms to
the LVGMU, which is then able to identify the phase and
feeder segment in which the fault has occurred.

•

Public lighting fault detection and location: Detection
and location of Public Lighting (PLgt) faults and of fused
or faulty public luminaires. Sensor nodes deployed along
the lighting circuits are able to either detect fault events or
faulty luminaires.

The WSN node is depicted in Figure 3. The compound
Printed Circuit Board (PCB) includes a processing and
communication module, voltage/current fault detector and a
temperature sensor. The WSN nodes developed in e-balance
are based on the XBee-Pro®868 chip set [9]. The XBeePro®868 radio adaptor implements the IEEE 802.15.4
physical layer, operating in the 868 MHz frequency band.
These modules support a raw Radio Frequency (RF) data rate
of 24 kbit/s. This results into 2.4 kbit/s of usable data rate due
to the mandatory duty cycle of 10%. The radio range in urban
environments can reach a few hundreds of meters, leading to
the need of multi hop communications between the WSN
gateway and the most distant nodes.

The WSN gateway (see Figure 3. ) connects to the
LVGMU through an Ethernet port. It performs protocol
conversion at the IP layer, forwarding messages between the
LVGMU and the WSN. The radio module is also based on the
XBee-Pro®868 adaptor used in the sensor nodes. A 4G
module is optionally included in the gateway to allow remote
access for testing and management purposes.

meters away from it. The remaining seven three-phase sensor
nodes and six three-phase smart meters are deployed in a
similar configuration, in another secondary substation.

The performance of the WSN was considered good for the
implemented applications, with a Round Trip Time (RTT) of
274 ms per hop, and effective throughput of 2.1 kbit/s. A
retransmission mechanism implemented at the DLMS level,
allowing 3 maximum retries per packet, ensured that the
success ratio was higher than 98%.
Figure 3. WSN node inside its case (left) and assembled WSN gateway
case (right).

Smart meters are used for enabling the fraud detection and
KPI calculation use cases. These smart meters consist of the
EFACEC product M Box I300 (Figure 4. ), which connects to
the LVGMU through PLC PRIME. In total, 10 three-phase
smart meters, in addition to the 15 three-phase sensor nodes,
are used for these functions in the pilot.
Figure 5. shows the deployment of sensors and smart
meters in one of the secondary substations of the pilot
network. It shows the location of the three-phase sensors and
three-phase smart meters in the secondary substation and
along the feeders. The WSN nodes are represented with an
orange-filled circle and are designated “WN”, while the smart
meters are represented with an orange-filled square and
designated “SM”. Three WSN nodes only monitor the three
phases of the LV feeder (marked “LV”), while five of them
additionally also monitor a fourth circuit for public lighting
(marked “LV+PLgt”). There are four smart meters used as
sensors in this installation. The LVGMU is located in the
secondary substation, which corresponds to the location of
WN 0. In this example, the maximum distance between
adjacent nodes is around 200 meters, while the WSN node
most distant from the WSN gateway is located more than 400
Batalha Secondary substation 1
LV feeder + Public Lighting circuits

Figure 4. M Box I300, the three-phase smart meter used in the pilot.

VI.

PILOT NETWORK RESULTS

In order to evaluate the use cases, the pilot network shown
in Figure 5. was used. The procedure selected to evaluate the
results considered a two steps approach: (i) on field
measurement accuracy tests and (ii) use case validation tests.

SM 2
WN 4: LV+PLgt

WN 3: LV + PLgt
WN 5: LV
SM 3
WN 0: LV+PLgt
SM 0
Sec Sub (LVGMU)

WN 7: LV
SM 1
WN 1: LV+PLgt
WN 2: LV+PLgt

WN 6: LV

/

e-balance 3-phase EB/Sensor

Figure 5. Example of sensor deployment in one of the pilot network’s secondary substation.

For the field measurement accuracy tests, a variable
voltage generator (0 to 250 V) was used to apply directly
different voltages to each sensor device’s voltage
measurement input. The voltage variation aimed to test the
alarm thresholds available at each sensor node, according with
the default parametrization referred in Table I. A current
generator (0 to 10 A, for a 100/5 current transformer ratio)
was also used to induce different current levels directly in
each sensor current input.
TABLE I.

DEFAULT THRESHOLDS FOR E-BALANCE SENSOR DEVICES

Very Low Voltage
Low Voltage
High Voltage
Very High voltage
High current
Very high current

below 230-15%
below 230-10%
higher than 230+10%
higher than 230+15%
higher than 100 A
higher than 150 A

parameters, comprising QoS (SAIFI and SAIDI) and QoE
(voltage limits violations).
As regards the Fraud Detection use case, the implemented
solution compares aggregated energy values with the energy
values measured at each street/over-head distribution cabinet
and at the secondary substation LV bus-bar, thus estimating
possible fraud occurrences in the neighborhood distribution
grid. As the implemented solution was deployed in a real
scenario, during the onsite use cases validation, there were no
frauds detected. Yet, this particular use case was validated at
lab, where meters were disabled at the LVGMU database,
leading to an energy aggregation mismatch, triggering the
fraud detection mechanisms (see Figure 7. ).

The system evaluation was achieved using the deployed
sensor nodes, together with voltage and current generators. A
comparison was performed between the measured values
reported to the LVGMU and the measurements collected using
a commercial digital multimeter. The achieved results allowed
validating the different threshold alarmistic generated by the
e-balance devices.
The use cases validation is a relevant project result. The
following paragraphs present the overall results, some of them
depicting snapshots of the Graphical User Interface (GUI).
As regards the Neighborhood power flows and the Losses
Calculation use cases, the implemented solution comprises the
calculation of line phase currents (Figure 6. ), power flows and
losses per phase, as well as node voltages, derived from the
load and voltage diagrams from smart meters.

Figure 7. Screenshot of Fraud Detection results, with energy theft
highlighting

As regards LV fault detection and location, within the
secondary substation where the sensor PL0 is located, a fault
was simulated by sequentially generating 0 V at each voltage
input of the sensor node. The LVGMU received three very
low voltage events for each low voltage distribution phase,
which, correlated with the last gasp communication alarm,
allows the algorithm to identify an electricity fault located at
such node. The result in the LVGMU for this simulation test is
depicted in Figure 8.

Figure 8. A Low voltage fault scenario shown at LVGMU GUI.
Figure 6.

Screenshot of Power Flow results, with current values details for
phases R and S of three line segments

In the Quality of Supply Measurement, the LVGMU
receives periodic measurements from smart meters aiming at
measuring the technical quality of supply metrics. As the
implemented solution was deployed in a real scenario, during
the onsite use cases validation, there was no evidence of
energy outages. Yet, this particular use case was validated in
lab, where KPIs were calculated according to the simulated
outages. The KPI for Quality of Service (QoS) and for Quality
of Energy (QoE) are aligned with regulatory and grid operator

As regards the Public lighting fault detection and location
use case, the algorithm considers the typical current
consumption for each public lighting bulb. Using an electric
current variation analysis, the algorithm is able to detect the
variance within the dedicated public lighting feeder, thus
allowing the DSO to be aware of the expected number of bulb
malfunctions and their public lighting circuit location. For the
purpose of this real test, a bulb was removed from a public
lighting pole between PL sensors 1 and 3. The number of
failed bulbs is shown in the LVGMU GUI. A detail is shown
in Figure 9.
As regards the LV fault prevention use case, the algorithm
computes two different values: the number of electrical

overcurrent occurrences and the total time, in minutes, during
which the grid segment has been subjected to an anomalous
electric current level. A detail is shown in Figure 10.

improve grid resilience, while providing commercial and
technical losses awareness.
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Figure 9. A blown-up light bulb fault scenario shown at LVGMU GUI.

R1

EB 2

R2

DC
Power

EB 5
R8

R7

R6

R5

uG
Controller

EB 3

EB 4

R3

R4

Figure 11. Emulated LV grid used for testing the voltage control algorithm.
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