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Abstract. Password Managers (PMs) help users manage their passwords safely but many users do not trust them. To mitigate users’ doubts,
formal verification can be used. Formal verification can guarantee the absence of errors and make PMs more reliable. Nonetheless, the impact it
has on the adoption of formally verified software is unknown. In previous work, we performed a preliminary user study which suggests that
formal verification increases users’ willingness to use PMs. However, a
large-scale study is required to confirm our findings. As such we designed
and plan to deploy a large-scale study to confirm our previous work and
gather further insight on users’ perceptions of formal verification in PMs.
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Introduction

While text passwords are one of the most used security mechanisms, users fail to
use them effectively and safely [10,12,8,14]. To combat this, experts recommend
the use of Password Managers (PMs) to help users generate and manage their
passwords. However, their adoption is low as users do not trust PMs [13]. Formal verification can provide strong assurances, making software more reliable.
Previous uses of formal verification in password security include the creation of
certified password composition policy (PCP) enforcement software [3] and the
use of Coq to model PCPs [6].
A formally verified PM that guarantees properties (e.g. on password generation [5,4,1]) was built in the context of the PassCert project1 . Even though
formal verification could help increase users’ trust, we do not know the impact
it effectively has on users. Therefore, we designed the first user-studies on users’
perceptions of formal verification. Preliminary results from a first study suggest
that formal verification has a positive impact on users’ willingness to use PMs [1].
A second, larger-scale, study is now being designed.
Our main goals are to gather insights on users’ perceptions of formal verification in PMs and to assess if formal verification has an impact on their willingness
to use PMs.
1

The PassCert project aims to build a formally verified PM and to investigate ways
to effectively convey to users the formally verified properties. Project URL: https:
//passcert-project.github.io
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Current Work

Our current work gathers conclusions from two studies on PMs and formal verification. This section briefly describes these two studies.
2.1

First Study

In the first small-scale study with 15 users, we compare a baseline PM (without
formal verification) with a PM that includes visual aids (icons) to highlight
formally verified features and brief explanations about them. Our goal was to
gather preliminary insights on users’ overall perception of formal verification in
PMs. The emerging themes from the interviews were: (a) Users associated formal
verification with security; (b) The use of formal verification may have increased
some users’ trust; (c) Users may be more willing to use a formally verified PM [1].
2.2

Second Study

To confirm the preliminary results obtained in the first study, we designed a
large-scale study focused on the impact that formal verification has on PMs’
users. Specifically, in this second study, we aim to answer:
RQ1. How does formal verification impact users’ willingness to use PMs?
RQ2. What features would users like to see formally verified in a PM?
RQ3. Do users value the guarantees that formal verification can provide in
PMs?
The design process of this study includes the use of techniques more adequate
for large-scale surveys such as Likert scales and closed survey questions. To
immerse users in the topic of a formally verified PMs we use vignette scenarios,
which describe a protagonist faced with a realistic situation pertaining to the
construct under consideration [7]. This study will be deployed in Prolific2 .
To answer RQ1 we present a scenario where we explain what is a PM and
we ask users what factors impact their willingness to use a PM. Among these,
we include formal verification. If users state that formal verification would affect their willingness to use a PM, we ask why. With this question, we hope
to understand why users value (or not) the use of formal verification in PMs.
The insights gathered here may provide relevant information about how users
perceive formal verification in software and may be applied to other domains
(e.g., Decentralized Finance Protocols [2]).
To answer RQ2 and RQ3 we begin by gathering all the common features of
a PM (e.g. Password Generator and Clipboard clearing). For each of these, we
present scenarios that represent the impact that formal verification can have on
each feature. For example, for the Password Generator, the scenario is: “Imagine
that you are creating a new account on a website (e.g. twitter, facebook). To
2

Prolific is a crowd-sourcing platform that enables large scale user studies by connecting research and users https://prolific.com
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increase security, you ask the Password Manager to generate a password with 7
characters and with at least 2 numbers. However, the password generated does
not include any numbers.” After each scenario, we ask users if that scenario
would make them stop using a PM with a 5-point Likert agreement scale.
To minimize the introduction of biases, when designing these scenarios we:
(a) remove mentions of formal verification; (b) randomize the order of the scenario descriptions; (c) remove jargon (e.g. “memory” and “encrypted”). By presenting the advantages of formal verification and excluding the term “formal
verification” we aim to: (i) mitigate the Hawthorne effect3 by hiding that the
study is about formal verification; (ii) and better understand what specific advantages of formal verification users find important in PMs.
Another important concern is the sample of participants taking part in the
study. To help characterize it we ask demographic questions (e.g., age, gender,
and ethnicity) and questions specific to our study, including questions about
users’ previous experience with PMs.
Users’ perceptions when using a product are influenced by their assumptions
about it (e.g. previous experience or recommendations from friends can shape
users trust in a website [11]). As we are studying the impact of formal verification,
it is thus important to understand if users are familiar with the concept. With
this goal in mind we ask questions about users’ familiarity with the term “formal
verification” and ask them to define it.

3

Conclusion and Impact

Investigating users’ views of formal verification is largely unexplored. We hope
to fill a gap in knowledge with the first large-scale user study on users’ views of
formal verification in PMs. Our work will provide insights on users’ motivations
and may be used to increase the adoption of PMs.
Correctly identifying where formal verification is valued by users will help
understanding the priorities for future implementations of formally verified features in PMs. These insights may lead to: (i) the formally verification of features
not yet formally verified; (ii) and, a higher adoption of PMs by matching the
users’ preferences with the software that is offered to them.
We also anticipate that our findings can be applied to other domains where
formal verification is used. Learning about users’ current perceptions of formal
verification will enable us to address identified issues and misconceptions [2].
Moreover, our methodology can easily be replicated in other domains by adequately adapting the scenarios mentioned in Section 2.2.
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Hawthorne effect consists in users being inclined to agree with researchers [9]
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